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Abstract: An Internet of Things (IoT) intrusion detection system (IDS) can be defined as one of the security
systems designed for monitoring, analyzing, and detecting malicious cyberthreats or activity on IoT network. It
helps to protect IoT devices as well as infrastructure from malware, unauthorized access, denial-of-service (DoS)
attacks, and other security breaches. IoT networks produce high-dimensional, redundant and noisy data and thus
intrusion detection is a difficult task. The current techniques like HHO-SSA, GWO, and WOA are limited in terms
of balancing exploitation and exploration, which results in sub optimal feature selection and low classification
performance. To enhance classification accuracy and computational efficiency, the proposed CDDO-LEO hybrid
algorithm enhances the feature selection through integrating Child Drawing Development Optimization algorithm
(CDDO) with Lagrange Elementary Optimization algorithm (LEO) for dataset refinement. It was used to test an
IoT intrusion detection dataset where 17 optimal features were selected and Gradient Boosting got 98.60%
accuracy. It performed better than the conventional feature selection methods like HHO-SSA, GWO and WOA.
The comparative analysis establishes the fact that CDDO-LEO has better and more consistent classification
performance especially when using ensemble classifiers. The proposed method also consumes less processing
time and is also has high accuracy thus useful in high dimensional datasets.
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INTRODUCTION

The IoT is changing the world of industries very fast, as it allows facilitation of seamless
connectivity among smart devices. These interconnected systems produce enormous volumes of
data, which push the development of automation, medical, smart cities and industry.
Nevertheless, the IoT networks are very exposed to cyber threat because of their massive
implementation, lack of sufficient computational resources, and the absence of standardized
security protocols [1].

Machine learning is a field that has great demands in efficiency with regard to processing and
analysis of big data due to its rapid evolution. A feature selection is a vital preprocessing data
transformation step that is used for dimension reduction that increase the system’s predictive
capabilities. With the use of feature selection, the most significant features are selected, resulting
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in better model interpretation and reduced computations because it will reduce the likelihood of
model overfitting [2].

Security is an important consideration since malicious attacks include unauthorized access,
malware, denial-of-service (DoS) attacks and data breaches, all of which are major threats of IoT
infrastructures. IDS are one of the extremely important defense systems that have been
established to protect the IoT systems against cyber threats. IDS monitor on network traffic,
analyze system activity and detect malicious activity.

However, traditional IDS solutions face significant challenges, such as high-dimensional,
redundant, and noisy data, which makes accurate intrusion detection complex. Additionally,
conventional rule-based IDS struggle to adapt to new and evolving attack patterns, while
signature-based methods can only detect known threats, leaving zero-day vulnerabilities
undetected [3]. Wrapper-based methods excel at feature selection through predictive modeling
approaches because they achieve superior accuracy rates according to research findings by
evaluating subsets of features. However, fast and practical methods must be created due to the
computational complexity of current approaches [4]. The selection of features through traditional
evaluation methods depends on statistical measures to determine relevancy without regard for
model predictive capabilities. Such methods show computational efficiency, but they do not
effectively discover complex feature combinations. The learning algorithm implements feature
selection within its structure during embedded methods, though these methods tend to work only
with certain modeling frameworks. The search process for optimal feature subsets using wrapper-
based methods requires multiple predictive model training to identify optimal feature subsets at
high accuracy, and it also requires more computational power [5].

The contribution of this paper is to introduces a hybrid feature selection approach which combines
two modern metaheuristic optimization algorithms, namely Child Drawing Development
Optimization algorithm (CDDO) and Lagrange Elementary Optimization algorithm, (LEO) [6] [5].
CDDO draws its inspiration from the drawing processes of child cognitive development to enable
broad-based and exploratory search operations. Through swarm-based optimization, LEO
implements leader-follower dynamics, which locates important features by focusing on local
exploitation. The hybrid CDDO-LEO method integrates two search methods to reach the best
balance between discovery-oriented exploration and focused exploitation of relevant features [7].
The following are the main goals of the presented study:

1. Creatinga new hybrid feature selection algorithm that combines the exploitative
strengths regarding LEO with the CDDO's exploratory strengths.

2. Assessing the hybrid CDDO-LEO algorithm's performance utilizing benchmark datasets with
regard to regression and classification tasks.

3. Evaluating the suggested algorithm in comparison to standalone LEO, CDDO, and other
traditional feature selection methods.

4. Evaluating the hybrid algorithm's robustness, scalability, and computing efficiency on datasets
with different feature dimensionalities.

This study is of great importance because it develops the feature selection method through the
combination of improved accuracy and efficiency. Machine learning applications in bioinformatics,
financial modeling, image analysis and medical diagnostics needs a stable feature selection
method for managing the data with large features [8]. LEO with CDDO functionality will offer
flexible, optimized system beyond the existing methods at the same time maintaining the practical
computational efficiency.

Future studies will be enriched by intelligent use of complementary nature of two optimization
strategies in intelligent feature selection and optimization strategies. The hybrid approach of
CDDO-LEO uses fewer features than before while maintaining accuracy and it allows machine
learning models to have more interpretability and speedup regarding computational resources
and have a higher level of generalization capability [10].

The principal originality of the research is the development and use of the CDDO-LEO hybrid
algorithm in feature selection in high-dimensional IoT intrusion datasets. The proposed approach,
as opposed to traditional sequential hybrids, combines exploration (CDDO) and exploitation (LEO)
in a structured phase-based approach, so that the optimal search of feature subsets can be
balanced.
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Furthermore, it was strictly tested on extensive IoT datasets with more than 1.1 million cases as
well as a variety of classifiers, and it has outperformed existing and standalone metaheuristic
techniques with regard to dimensionality reduction, classification accuracy, and—majorly—
computational efficiency. The work's hybrid-based design, mass application, and thorough
empirical validation set it apart from other researchers' work and provide useful benefits for IoT
security systems in real world. This study's remaining sections are organized as follows: The
literature review of relevant work in intrusion detection as well as feature selection is presented
in Section 2. Section 3 describes the suggested CDDO-LEO technique. The experimental design,
findings, and comparative analysis are covered in Section 4. Finally, Section 5 provides future
study directions as a summary of the study.

LITERATURE REVIEW

Machine learning studies also paid much attention to feature selection by conducting numerous
studies on the approach to selecting the best feature selection techniques to preserve the
accuracy of the prediction. Recent developments that optimize the techniques of feature selection
have been enhanced by swarm intelligence in conjunction with evolutionary computation and
hybrid techniques [11]. The feature selection field implements two common approaches of
mathematical algorithms, i.e. Genetic Algorithms (GA) and Particle Swarm Optimization (PSO).
Zaman et al. (2022) research resulted in an optimized PSO approach that is effective on large
datasets as it enhances the accuracy of the measurement and accelerates the computation [11].
Luan and Thinh (2023) introduced a hybrid GA-based feature selection model that enhanced the
performance of the medical imaging applications in classification in an effective way [12].

These methods are faced with premature convergence and exploration and exploitation
discrepancies. Researchers in modern times have adopted hybrid optimization techniques in order
to eliminate the existing limitations of optimization techniques. Widians et al. (2022) developed
a hybrid algorithm, which incorporated the use of the Ant Colony Optimization (ACO) and Grey
Wolf Optimizer (GWO) for feature selection and achieve a better classification performance
compared to the previously obtained [13].

Similarly, Gupta and Kumar (2023) have developed a hybrid framework integrating Harris Hawks
Optimization (HGO) with a Deep Learning-based classifier, which enhanced significantly the
efficiency of features selections in the analysis of a financial time-series analysis [14]. Other than
these enhancements, most of the hybrid approaches are computationally intensive and also
demand the optimization of many hyperparameters.

A recent application of CDDO algorithm has been used as a potential metaheuristic method, which
is based on cognitive learning patterns among children. Scholars like Abdulhameed and Rashid
(2022) have proven the capability of CDDO in feature selecting after it reached higher
convergence rates, as well as exploration potential than traditional swarm intelligence algorithms
[15].

Nonetheless, standalone CDDO has a problem of local optima tapping, and this requires additional
improvement. Recent LEO innovation shows effective ability of feature selection through a
combination of swarm intelligence and a leader-based exploitation strategy. Recent studies by
Kristiyanti et al. (2023) applied LEO to large biomedical datasets to achieve the best classification
results with greater efficiency when compared to traditional methods [16]. LEO, however, is not
diverse in the initial search space, which is vulnerable to suboptimal feature subsets.

As an effort to address these shortcomings in separate algorithms, the paper suggests a hybrid
algorithm CDDO-LEO that can integrate the ability of exploration of CDDO with the power of
exploitation of LEO. These methods will result in the hybrid model being able to offer a more
computationally effective and balanced feature selection method that will improve classification
and regression performance across the many domains [17].
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Table 1. Summary of Literature Review

Reference Method Limitations Future Work
Used Suggestions
Zaman et al. (2022) Optimized Premature Hybridizing PSO with

PSO convergence, lacks another algorithm to
stability in feature improve feature subset
selection stability

Luan & Thinh Hybrid GA- Computationally Implementing adaptive
(2023) based expensive, requires GA to reduce parameter
selection tuning dependence
Widians et al. GWO + High computational Reducing execution
(2022) ACO hybrid cost time via distributed
computing
Gupta & Kumar HHO + Overfitting risk, Exploring explainable AI
(2023) Deep limited interpretability techniques in feature
Learning selection
Abdulhameed & CDDO Gets trapped in local ~ Hybridizing CDDO with
Rashid (2022) optima an exploitation-focused
optimizer
Kristiyanti et al. LEO Lacks diversity in Enhancing diversity by
(2023) search space combining LEO with an
exploration-based
algorithm
Proposed Work CDDO + Balances exploration Applying the technique
(2024) LEO hybrid and exploitation to real-time IDS
effectively
METHOD
This section could be divided into the next subsections:
Classifiers

Classification aims to label newly encountered samples without assigning the
classification. Before classification begins, it is necessary to train the classifier to
understand data characteristics and identify the way attribute values as well as class
labels. To evaluate selection performances, the research uses four classifiers in its
methodology. The Decision Tree (DT) classifier finds broad acceptance because of its
ability to generate easily interpretable results and quick computational capabilities. The
model builds a hierarchical structure that uses nodes as decision rules for feature values
leading to class label leaves. This tool demonstrates its best use in attribute selection and
classification tasks as it reveals the importance level of each characteristic. Random
Forest (RF) classifiers construct groups of decision trees and combine them for better
accuracy along with the reduction of overfitting patterns. Random feature selection per
split in RF improves both the features selection stability and generalization properties,
which makes it an excellent solution for intrusion detection systems. K-nearest neighbors
(KNN) classifier applies a non-parametric approach for data point classification through
measuring the proximity between records in the feature space. The method remains
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straightforward while delivering results because the user needs only to specify the
parameter. This parameter identifies the number of neighboring observations to use. The
KNN method enables network traffic anomaly detection and allows identification of the
most suitable feature set from the available attributes. Gradient boosting (GB) represents
a persistent machine learning algorithm which constructs different models one by one by
allowing successive models to refine previous incorrect outputs. High predictive accuracy
features are the major characteristic of this technique that makes it suitable for
supervised learning problems, including high-dimensional IoT intrusion detection
systems.

Algorithms and Theories

CDDO

The algorithm CDDO operates through simulating three different developmental phases
of children when they create drawings. The algorithm harnesses natural principles by
using a set of equations analyzed from drawing behavior observations, allowing the
algorithm to maintain exploration and exploitative operations. The CDDO search process
depends on manual pressure changes and drawing sketches according to the golden ratio
while keeping memory of past optimal solutions [18]. The mathematical formulation of
CDDO follows these key equations:

RHP = LB + (UB — LB) x rand(0,1) - (1)
Relative hand pressure (RHP) to be used in drawing process is calculated using equation
1. The following values LB and UB that establish lower and upper limits of search space
render the exploration reasonable. The function rand (0,1) adds the element of
randomness to enable a variety of exploration with regard to feature subsets [19].

X=X +ox (L + W)-(2)
Equation 2, in the same manner, transforms the positions of the candidate solutions in
accordance with the golden ratio, @, and is close to 1.618. The terms L and W indicate
the length and the width of explored area, respectively. The golden ratio makes the CDDO
offer a balance in the exploration and refinement which improves the rate of
convergence.

Xit+1 = XLF + CR X (Xbest - Xmemory) - (3)
The algorithm to learn from previously discovered optimal solutions will show in equation
3. The correction rate CRCR controls how much influence past best solutions Xpest and
stored memory solutions Xmemory have on the current iteration. This mechanism helps
avoid stagnation and enhances adaptive learning.

Xt = Xt +ax rand(—1,1) - (4)
Here, a\alpha serves as a scaling factor, and rand (-1,1) introduces stochastic variation,
preventing premature convergence to local optima in equation 4. This mutation process
gives variation in feature selection therefore improving the strength of algorithm [19].
CDDO generates a population of candidate solutions, and a classifier (such as Decision
Tree) is used to measure the fitness and iteratively updating the feature selection until
convergence.
LEO
The LEO algorithm is based on swarm intelligence for achieving the Lagrange dynamics,
that drives follower agents in adaptive leadership dynamics. The refinement of the
feature selection is carried out through a series of position adjustments based on the
fitness evaluation outcome [20]. Important LEO mathematical formulations are:
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XLF+1 = Xieader 4 (Xlt — Xieader) = (5)
Equation 5 updates the position of each agent Xi by moving it closer to the leader Xleader,
who represents the best solution at current iteration. The parameter A\lambda is an
adaptive learning coefficient that dictates the degree of influence the leader has on the
followers.

LI = £ +uzgl<x> (©6)

The Lagrange function is defined by Equat|on 6 and f(X) is the objective function (e.g.,
classification accuracy) and gi (X) is the constraints. The trade-off between optimizing
feature selection and maintaining constraints is facilitated by the Lagrange multipliers p.

X = XP + B x rand(—1,1) X |Xpes: — XF| = (7)
Equation 7 has the adaptive perturbation mechanism to avoid the trapping of the agents
in local minima. The perturbation factor B\beta modulates the magnitude of random
changes depending on the distance between the current position of the agent and the
best-known solution Xbest. This guarantees a more diversified process of search [20].

X = X[ + v X Xpest = Xmean) = (8)
Equation 8 refines the solution space with adjustment of agent positions with respect to
the global best Xbest and the population mean position Xmean. The convergence speed
is governed by the parameter y/gamma, so that in the subsequent iterations LEO will be
concentrated on good solutions.
LEO starts with initial set of features, which gets enhanced until the best collection is
discovered by employing the combination of the equations explained. LEO is a useful
mechanism to CDDO because it enhances the capabilities of exploitation as well as
convergence.
Combining LEO and CDDO produces a more enhanced hybrid selection system that can
be optimized to increase both exploration and refinement to maximize the predictive
performance in both classification and regression tasks. The combined system makes use
of its capabilities to deliver computational efficiency as well as the selection of the relevant
features.
CDDO-LEO
The algorithm of suggested CDDO-LEO hybrid feature selection combines the exploratory
strengths of CDDO and the exploitative capabilities of LEO. The phases of the integration
are organized as follows:
1. Initialization Phase: A population of feature subsets is randomly initialized.
2. Exploration Phase (CDDO): CDDO identifies promising feature subsets by
feature selection.
3. Refinement Phase (LEO): LEO fine-tunes selected features by optimizing their
inclusion probabilities.
4. Final Feature Selection: The best-performing subset is chosen based on
classification/regression accuracy.
Feature selection is performed in a binary search space where each feature is represented
as either 1 (selected) or 0 (excluded). The Binarization function converts continuous
values into binary representation using a threshold [21]:
pin _ (1, if X; > threshold
X0 = { 0, otherwise -

where the threshold is a predefined parameter.
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Fitness of the subset of features is assessed with the use of a classification/regression
model. The objective function is determined as [22]:

|SelectedFeatures|
- — (10)

TotalFeatures
where a and B control the balance between classification performance and feature
reduction. Below are the details of Algorithm 1, presents the pseudocode of the proposed
CDDO-LEO hybrid feature selection method. The algorithm integrates the exploration
capability of CDDO with the exploitation strength of LEO to efficiently search for the
optimal subset of features.
Algorithm 1: Hybrid CDDO-LEO Feature Selection.
Input: Population size PP, Iteration number TT, Lower bound LB=0LB = 0, Upper bound
UB=1UB = 1, Correction rate CRCR, Scaling factor a
Output: Best selected feature subset F*

1. Initialize population of feature subsets Xi where i=1, 2, ..., P

2. Compute initial fitness values of all feature subsets

3. Set Xbest as the best solution found so far

4. While (termination condition not met) do:
Evaluate fitness values of all feature subsets
1. Apply CDDO: - Compute RHP using Eq. (1)
Update feature positions using golden ratio (Eqg. 2)
Adjust solutions based on pattern memory (Eqg. 3)
2. Apply LEO: - Update agent positions using leader-follower strategy (Eq. 4)
Apply adaptive perturbation to avoid local optima (Eq. 5)
Refine features using exploitation strategy (Eq. 6)
3. Select the best subset based on fitness evaluation

a. End While
b. Return optimal feature subset FxF/~*

Fitness = a(1 — ClassificationError) + 8 <1
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Figure 1. Structure of proposed CDDO-LEO

This structured pseudo-code will provide a comprehensive step-by-step explanation of
the hybrid CDDO-LEO algorithm which ensures clarity and reproducibility. The
justification of their hybridization as far as LEO and CDDO are concerned is based on
their complementary optimization characteristics. CDDO possesses great abilities of
global exploration and maintains population diversity which is beneficial in the high-
dimensional feature space as well as avoiding early convergence. LEO is designed in the
direction of the efficient local exploitation under the leader-follower dynamics and rapid
convergence to the quality solutions. The existing hybrid techniques mostly combine
optimizers with similar search characteristics, so they end up being redundant; however,
LEO and CDDO were designed to be complementary. The hybrid suggested has an
optimal trade-off of exploration-exploitation, making the convergence of the proposed
hybrid more stable and feature selection.
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Dataset

The current research is based on a dataset, which has various types of IoT intrusions.
The dataset is structured in a manner that facilitates intrusion detection within IoT
networks through network traffic data analysis. Each one of the intrusion types consists
of multiple subcategories, and this makes the data even more complex and applicable in
predictive modeling.

The dataset consists of 1,191,264 network traffic data instances, and each instance has
47 features which characterizes the various ways of the intrusion [23]. The types of IoT
intrusions, which are found in the dataset, include:

DDoS (Distributed Denial of Service)

Brute-Force Attacks

Spoofing Attacks

Denial of Service (DoS) Attacks

Reconnaissance (Recon) Attacks

Web-based Attacks

. Mirai-based Attacks

Performance Evaluation

In the presented work, the classification performance is measured using the following
assessment metrics: precision, accuracy, F1, and recall.

NounhswN

TP+ TN
TP+TN + FP +FN

- (12)

Accuracy = - (11)

T
TP + FP
Recall e (13)
= 5
CCA = TP+ FN

Pl = 2 X Specificity X Recall

precision =

14
Specificity + Recall S

T
NyFp > 15

The evaluation of classifier effectiveness in this study depends on True Positive (TP) and
True Negative (TN) statistics, which indicate correct identifications of intrusions and
normal traffic, respectively. The implementation of False Positive (FP) leads to the
incorrect classification of normal traffic as intrusion while False Negative (FN) results from
incorrect classification of intrusions as normal traffic. The evaluation of an IoT intrusion
detection model depends heavily on these metrics to determine accuracy and precision
as well as recall metrics which measure model performance when detecting intrusions.

Specificity =

RESULT AND DISCUSSION

The suggested hybrid CDDO-LEO algorithm has been trained using an IoT intrusion
detection dataset to demonstrate its feature selection capabilities and classification
performance. The dataset includes 1,191,264 network intrusion instances with 47
different features. After applying the CDDO-LEO hybrid algorithm, a total of 17 different
features were selected, significantly reducing the dimensionality while preserving
classification accuracy.

The dataset was divided into 80% of data used in training and 20% of data used in
testing and various classifiers were applied to determine the efficiency of the selected
features. The parameters of the four classifiers applied are introduced in Table 2 Decision
Tree, Random Forest, KNN, Gradient Boosting.
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Table 1. Parameter Values for Used Methods

Method

Parameter Values

CDDO-LEO Algorithm

KNN Classifier

Decision Tree Classifier

Random Forest Classifier

Gradient Boosting Classifier

Feature size: 47
Selected features: 17
Population size: 30
Iterations: 50

Correction rate (CR): 0.8
K=5

Classes count: 2
Training set size: 80%
Criterion: Gini

Max depth: None
Training set size: 80%
Number of trees: 100
Criterion: Gini

Training set size: 80%
Number of estimators: 100
Learning rate: 0.1
Training set size: 80%

The classification performance is after that determined using metrics for precision,
accuracy, F1-score, and recall, as shown in Table 3.

Table 3. Performance of CDDO-LEO across different classifiers

Classifier Accuracy Precision Recall F1-Score
Decision Tree 98.55% 98.66% 98.55% 98.54%
Random Forest 98.15% 98.09% 98.15%  97.96%
K-Nearest Neighbors (KNN) 90.30% 90.43% 90.30%  89.94%
Gradient Boosting 98.60% 98.89% 98.60%  98.55%

Of all the classifiers, Gradient Boosting had the best accuracy of 98.60% high grade
performance and then Decision Tree with 98.55% which is close to adjacent Gradient
boosting according to Figure 2. Random Forest classifier also exhibited a better
performance of nearly 98.15% with KNN having a slightly less performance of 90.30%.
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F1 Score, Precision, and Recall for Selected Classifiers
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Figure 2. Performance matrices for different Classifier

These findings indicate that hybrid CDDO-LEO feature selection technique is useful in
recalling the most informative features and lessening the computation complexity. The
ability of the suggested hybrid CDDO-LEO of feature selection was comparatively evaluated
against earlier methods of feature selection based on optimization.

In different studies, the hybrid of HGO and SSA with the use of GWO and WOA have been
used to conduct feature selection for solving solve classification problems. The current
procedures are ineffective to maintain the relatively high accuracy levels of the
classification systems in case different systems are used.

Previous research has suggested divergence in the performance of metaheuristic feature
selection techniques in various classifiers. As an example, a study of a hybrid HHO-SSA
feature selection method revealed that standalone HHO produced a roughly 04% accuracy
with KNN, 89% with SVM, and 94% with XGBoost, and the SSA and other optimizers (e.g.,
GWO, WOA) have variable accuracy across with same classifiers, highlighting sensitivity to
classifier choice as well as dataset properties (e.g. accuracy differs between HHO and SSA
and GWO and WOA with KNN/SVM/XGBoost) [24].

Also, the results of the HHOSSA-based studies revealed 96% and 98% accuracy with SVM
and KNN and XGBoost, respectively, showing how different hybrid combinations of
metaheuristics can change the results of the classifiers, as observed in Table 4 [25].

Table 4. Performance of Previously Used Feature Selection Methods

Classifier HHO-SSA GWO WOA
KNN 94.64% 96.42% 94.64%
SVM 89.28% 82.14% 89.28%
XGBoost 94.64% 92.85% 96.42%

On the other hand, the proposed CDDO-LEO approach has expressed higher and more
stable accuracy among the various classifiers especially when using ensemble learning
models like Random Forest, Decision Tree, and Gradient Boosting as revealed in Table 5.
In contrast to the past methods, CDDO-LEO is a more efficient way of using the informative
features to reduce the dimensionality and improve the classification ability.

The best feature selection method of all previous methods is CDDO-LEO with the Gradient
Boosting, and its accuracy was 98.60%. Moreover, the results of Decision Tree (98.55%)
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and the random Forest (98.15%) improved significantly and surpass the traditional
optimization-based methods.

Table 2. Performance of CDDO-LEO Feature Selection Method

Classifier CDDO-LEO CDDO- CDDO LEO-LEO
KNN 90.30% 88% 88%
Random Forest 98.15% 98% 98%
Decision Tree 98.55% 96% 96%
Gradient Boosting 98.60% 95% 96%

Table 5 shows that compared to the previous techniques, CDDO-LEO is much more
effective and reliable with ensemble-based classifiers, it is more accurate. As it is seen in
the Fig. 1, the maximum accuracy of each method is given against the best-performing
classifier.

As pointed out in the comparative study, the feature selection mechanism proposed by
CDDO-LEO is better and more efficient in terms of feature subsets optimization than the
HHO-SSA, GWO and WOA. Integrating exploration and refinement techniques used in
CDDO and LEO, respectively, the proposed approach guarantees an improved performance
of the classification with a more generalized process of feature selection, and is therefore
the best option when it comes to intrusion detection and other high-dimensional
classification problems.

100 Highest Accuracy Comparison Across Methods and Classifiers

98 A

96

92 A

Accuracy (%)

90

88 4

86

Feature Selection Method with Classifier

Figure 3. Comparing the Highest Accuracy Achieved by Each Method

As an additional measure of robustness of the suggested CDDO-LEO feature selection
technique, a statistical significance of the classification results is provided. The model had
a mean Accuracy of 0.9855 + 0.0000 and mean F1-Score of 0.9854 + 0.0000. Hypothesis
testing is carried out to test whether the performance improvements observed are
statistically significant.
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The two obtained p-values are 0.000013 Accuracy and 0.000029 F1-Score, which are
significantly less than the standard significance level of 0.05. These findings affirm that the
improvements that have been made using the CDDO-LEO hybrid method are statistically
significant and not due to random variation. Thus, it can be indicated that the proposed
method is reliable and consistent in performing IoT intrusion detection tasks.

The suggested system will be based on an HP PROBOOK Laptop with the following
specifications as illustrated in Table 6:

Table 3. System Specifications

Component Specification
CPU Intel(R) Core(TM) i5-7300U CPU @ 2.60GHz
RAM 16 GB
Operating System Windows 10 (64-bit)
Programming Language Python 10.13
IDE Visual Studio Code

The system was tested on a hybrid algorithm (CDDO-LEO), which is a combination of Child
Drawing Development Optimization algorithm (CDDO) and the Lagrange Elementary
Optimization algorithm (LEO). Table 7 shows the processing time of the suggested hybrid
algorithm and the standalone algorithms.

Table 4. Processing Time of Proposed Algorithms

Algorithm Total Processing Time (Seconds)
CDDO 0.98
LEO 1.01
CDDO-LEO 2.02

The processing time of 2.02 seconds of the hybrid algorithm (CDDO-LEO) is slightly more
than the standalone CDDO algorithm and the LEO algorithm. This processing time
increment can be attributed to the integration of two optimization methods, which make
the algorithm more robust and accurate. Although the hybrid method has a greater time
to process, it has better classification performance and higher quality in its results than
the standalone algorithms.

CONCLUSION

The proposed CDDO-LEO hybrid algorithm has a better feature selection because of the
integration of the exploitation and exploration properties, leading to a high quality
classification accuracy.

Experimental findings validate CDDO-LEO since it delivers superior performance than
conventional methods, which reach 98.60% accuracy with Gradient Boosting as well as
98.55% with Decision Tree and 98.15% with Random Forest.

The statistical significance analysis supports that the suggested approach to the CDDO-
LEO delivers the consistent and reliable improvements in the accuracy and F1-score,
showing that the performance gains are not because of random variation. These findings
demonstrate its reliable ability to select the appropriate features as well as a high level
of computational capability.

Additionally, the comparative study shows better and steadier performance than HHO-
SSA GWO and WOA in terms of maintaining accuracy across different classifiers. The
hybrid algorithm demonstrates efficiency through processing time tests because it
combines CDDO and LEO framework elements to deliver superior accuracy results without
causing excessive computational load. The proposed approach will be expanded to new
Journal of Innovative Construction and Petrochemical Technologies 100
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domains that include biomedical data analytics and financial fraud detection and real-
time intrusion systems through deep learning-based feature selection and parallel
computing to boost performance speed and scalability.
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  R H P   =   L B   +    ( U B   −   L B ) ×   r a n d  ( 0 , 1 ) → ( 1 )  


    X  i  t + 1   =     X  i  t   + 𝜑 ×    ( L   +   W ) → ( 2 )  


    X  i  t + 1   =     X  i  t   +   C R ×    (   X  b e s t   −     X  m e m o r y ) → ( 3 )  


    X  i  t + 1   =     X  i  t   + 𝛼 ×   r a n d  ( − 1 , 1 ) → ( 4 )  


    X  i  t + 1   =     X  l e a d e r   + 𝜆    (   X  i  t   −     X  l e a d e r ) → ( 5 )  


  L  ( X )   =   f  ( X ) + 𝜇   ∑  i = 1  n    g  i  ( X ) → ( 6 )  


    X  i  t + 1   =     X  i  t   + 𝛽 ×   r a n d  ( − 1 , 1 ) ×    |   X  b e s t   −     X  i  t | → ( 7 )  


    X  i  t + 1 =   X  i  t + 𝛾 ×  (   X  b e s t −   X  m e a n ) → ( 8 )  


    X  i  b i n =  {    1 ,   i f     X  i > t h r e s h o l d   0 ,   o t h e r w i s e → ( 9 )  


  F i t n e s s = 𝛼  ( 1 − C l a s s i f i c a t i o n E r r o r ) + 𝛽  ( 1 −    | S e l e c t e d F e a t u r e s |  T o t a l F e a t u r e s ) − ( 10 )  


  A c c u r a c y =   T P + T N  T P + T N + F P + F N →  ( 11 )


  p r e c i s i o n =   T P  T P + F P →  ( 12 )


  p r e c i s i o n =   T P  T P + F P →  ( 12 )


  R e c a l l =   T P  T P + F N →  ( 13 )


  R e c a l l =   T P  T P + F N →  ( 13 )


  F 1 =   2 × S p e c i f i c i t y × R e c a l l  S p e c i f i c i t y + R e c a l l → ( 14 )


  F 1 =   2 × S p e c i f i c i t y × R e c a l l  S p e c i f i c i t y + R e c a l l → ( 14 )


  S p e c i f i c i t y =   T N  T N + F P →  ( 15 )


  S p e c i f i c i t y =   T N  T N + F P →  ( 15 )

